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MISSION STATUS

AUTO

Perceive — Understand — Decide — Act

An advanced autonomous aerial system that integrates multi-modal
sensing, Al perception, intelligent decision making and robust navigation
to detect, track and engage targets with maximum autonomy, safety
and mission effectiveness.

TARGET LOCK

ACTIVATED

LINK STATUS

KEY CAPABILITIES

& B 8 U oy [

ADVANCED Al DETECTION & AUTONOMOUS COLLISION TARGET LOCK & REAL-TIME DATA 3 : AR : o e
SENSING TRACKING NAVIGATION AVOIDANCE ENGAGEMENT & CONNECTIVITY . : ' —_— ] =

AUTONOMOUS MISSION WORKFLOW

/ / | BUILT FOR COMPLEX MISSIONS
/ « Intelligence, Surveillance & Reconnaissance (ISR)
( o f ? ) {c}} —> ( e
\ —= « Critical Infrastructure Monitoring

+ Search, Detection & Tracking

SENSE PERCEIVE DECIDE NAVIGATE LOCK ENGAGE REPORT

Multi-modal Al Detection & Mission Planning & Autonomous Navigation Target Lock Track & Act Data Processing &
Data Acquisition Scene Understanding Target Evaluation (GNSS / GNSS-Denied) (Al / Manual) with Precision Mission Feedback

« Maritime & Border Surveillance
» Disaster Response & Assessment



System Architecture
Overview

MODULAR - SCALABLE - TARGET ORIENTED

Our architecture integrates multi-modal sensors, onboard

Al perception, intelligent decision making and autonomous
navigation to detect, track and engage targets with maximum
autonomy, safety and mission effectiveness.

@ Target Oriented: Detect, track and prioritize relevant targets.
@ Full Autonomy: Sense, perceive, decide and act.
@ Robust & Secure: Resilient in contested environments.

@ Mission Ready: Designed for complex and critical missions.

KEY ARCHITECTURE BENEFITS

TARGET ORIENTED

Focus on detecting, tracking
and engaging relevant targets.

Al POWERED

Advanced Al for perception,
classification and decisions.

ARCHITECTURE DIAGRAM

and mission execution.

and resilient operations.
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SYSTEM INTEGRATION OVERVIEW

INTEROPERABILITY PRINCIPLES

Open Standards First

SENSORS & ONBOARD Al PERCEPTION & DECISION & AUTONOMOUS DATA & GROUND CONTROL & SYSTEMS OF 83 Use of open, modular, well-documented
PAYLOADS COMPUTE INTELLIGENCE PLANNING l CONTROL COMMUNICATION MISSION MANAGEMENT SYSTEMS standards and protocols.
| Loose Coupling
e > }—» g - - = = = as ||[2)¢ T
H &9 = - By p= ecoupled services communicate
System Integration | o (&) E} o2 [ T [ (f&) | = [T oo s e
HH U R > - " Data Centric
& Interoperability - ~ . ©)| shored shuationsl understanding
! through common data models.
One System. Many Platforms. R OPENINTERFACES & STANDIARD PROTOCOLS = oo oo oo oo e o o ey o om0 SGCU?"Y i Diotion
Seamless Integration. Mission Ready. (©) | Secure, trusted snd resiient
- . interoperable ations.
Open, modular and interoperable architecture  MULTI-DOMAIN PLATFORMS SYSTEMS OF SYSTEMS (SoS) e
that connects sensors, platforms, payloads, @ Domain Agnostic
networks and command systems to deliver AIR GROUND MARITIME SPACE PERSONNEL %% SPACE g{;:z:‘e ;Cpfeosszemyand
superior situational awareness and mission 2 : - = 7o & Ly SYSTEMS
effectiveness across domains. > > e s ‘& - i ’J““s gﬁ“\ 2 s
- e = 3 “ : ?1.;'{ . 340 I) @_ INTERFACE STANDARDS
% o5 - = $ d e O L. ¥ ’
KEY CAPABILITIES ¢ S . A ' AR Shiseion GROUND 29 SPACEROS
z Modular & Open Architecture e v o ’ SYSTEMS COMMAND SYSTEMS eoe (ROS 2 for Space)
j{:g Plug-anc-ply Somponants Wi « Fixed Wing * UGV/RCV - USV/ LU « Satelites * Wearables : 4 s2¢ ROS2
well-defined interfaces and APls. « VIOL / eVTOL « Tactical Vehicles « Patrol Boats « HAPS / Pseudo Satelites « Handheld Devices . S e o e (Robotic Middleware)
——  Cross-Platiorm intearstion * Rotary Wing « Sensor Nodes « Buoys & Sensors « Space Sensors * Team Systems g
2 9 + Nano / Micro UAS » Manportable Systems + Maritime Systems + Communication Relays + Augmented Ops MARITIME . CYBER & INFO (pos DDS
Air, ground, sea, space and (@) Data Distribution Servi
3 - SYSTEMS r SYSTEMS ~ ata Listrioution Service
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A e — T - ach [ e 8%3 .
| %7 | Common data models, schemas and > foooo E\] — @ E] Y . gt \\‘ MQTT
N2 MISB ST 0601/ 0602 i
SomevnRpgRooS; Data Publish / Send Pote & Subscribe / Receive Data Act / Command S Merakts R OEMESa0Ng
2o | Scalable & Future Ready Producers (ROS 2/ DDS) (ODS / RTPS) (ROS 2/ DDS) Consumers (MAVLink / DDS) OpenAP! / REST
v | Easily extendable to new sensors, GeoJSON / KML o Web Services
platforms and mission systems. Geospatial Data
- ) = - ; . ) Binary / FlatBuffers / Protobuf : STANAG / MISB
( Standards Compliant (& Common DataModets | () Time Syncheonization PTP) | orf] 005 & Proitration | (&) Securty & Encrypton Data Provenance & Audit (3 ol >
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PAYLOAD & SENSOR INTEGRATION SOFTWARE INTEGRATION LAYER PLATFORM & PAYLOAD MANAGEMENT SECURITY & TRUST
y O 2 . @) £
8 @ © @ @@ @ B @e| B @ © 3 o & & Go
EO/IR LIDAR Radar SIGINT/ ' EW/EUNT  C4ISR AP Gateway  Message Broer | Servioe Registry - Configuration | Health Monitor  Inventory & | Configuration | Firmware Status & Lifecycle Identity & Access End-to-End Secure Boot & Zero Trus!
Comeras  Scanners (SAR/FMCW) COMINT Sensors (REST/QRPC) (DDS/RTPS)  &Discovery  Menagement & Watchdog Discovery Sync Management  Hesth Management Management Encryption Key Management Architecture
BUILT ON PROVEN TECHNOLOGIES VALIDATION & TESTING CERTIFICATION & ASSURANCE
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(Medelin-the-Loop) dermarme-Loop) (Hardware inthe-Loop) (Viehiciean-the-Loop) Software Integrity  Hardware Integity  Cybersecurity Management Compliance

@ INTEGRATED. INTEROPERABLE. INTELLIGENT. ONE ECOSYSTEM. ENDLESS POSSIBILITIES. MISSION SUCCESS.
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---------- -» INFORMATION FLOW



Data &
Communication
Layer

COMMUNICATION ARCHITECTURE OVERVIEW
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ONBOARD DATA BUS & NETWORK DATA LINKS

High-Speed Internal Network PRIMARY LINKS

GROUND INFRASTRUCTURE

COMMUNICATION SERVICES

Telemetry & Command

: : ; =
ngh-ban_dwn.dth: low-latency and secure = (Time-Sensitive Networking) o Ground Control Station (GCS) Sy Real-time bi-directional data
communication infrastructure for robust (5] Caniers Stooris: — : . Compressed % % % S| pastme moimotrg: cone and command exchange.
data exchange, real-time telemetry and ,‘ [ Data @ £ and mission management. Video Streaming
mission-critical operations in contested @ | LIDAR Point Clouds . L-Band Ku-Band [©7  HD/ 4K/ IR video with low
and GNSS denied environments. i on | — T 5 m" (12 i) “'8 GHa) (1218 Giz) latency streaming.
B } — 000 = = --) Data Processing & Storage File Transfer
i ivi ‘ ALTERNATE / BACKUP LINKS 3 Rl
Reliable Connectnvuity ' ©| Mu/NsData — & ol Al iferenice = =) Archiving, analytics and )  Mission data, maps and
| Redundant and adaptive links ensure Edge Computing i S < Q,\ (( o)) 5~D |Fe) [ SRR O, nagement software updates.
N . . . 2 - - ( -
continuous operations. ®©| onsspata ) — & D(:‘;:gm i ] 4 : ¥ \ss o Time Synchronization
. » —>  Telemetry Mesh Radio / Yo
m Low Latency o5 o = ] (MANET) (LTEMR) B @ PTP / NTP for precise time
Optimized for real-time control and &) e et ' cl : alignment.
| oud & Edge Services
"~ data streaming 1 Logs & Health
X ) (@) | PayloadData  — o VRS LINK ADAPTATION Scalable compute for Al Health & Status
( ) ngh Bandwidth ! @ -+ @ @ <> o C) ana[yﬁcs and collaboration. @ S_ystem t"realth. alerts and
' VV' Support for multi-sensor data, video e o ’ : : UnkQualty  Auto Switch & diagnostics.
{ . streams and Al processing, QoS « Prioritization + Synchronization « Time Stamping Adaptive Data Rate —\poovien Faloned
Secure by Design
End-to-end encryption, authentication DATA FLOW QUALITY OF SERVICE (QoS)
and cyber resilience. ; Critical Control  EEEE———
eOo' = . ..
Interoperable = ’ 2 g % @ 78 @ Video Streams I E—_— I High Priority
: Telemet: |— | Medium Priori
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7Sensor Data & Compression (Adaptive Links) & Decoding & Visualization & Decisions Best Effort
BUILT ON OPEN & PROVEN TECHNOLOGIES COMMUNICATION PROTOCOLS SECURITY & RESILIENCE
e0e o, " p ")Xl.’. o000 1
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@ SECURE. RELIABLE. RESILIENT. CONNECTING DATA. ENABLING AUTONOMY.

</> Open Standards

@ Modular

E){: Scalable 57 Future Ready

SE Interoperable



V&V LIFECYCLE ASSURANCE DOMAINS
Safety
1. CONCEPT 2.ARCHITECTURE " < 3. IMPLEMENTATION 7 4, VERIFICATION @a 5. VALIDATION 6. DEPLOYMENT (’} 7. CONTINUOUS @ Ensure safe operation for people,
& REQUIREMENTS & DESIGN N\ / 2 & INTEGRATION \ (“BUILT RIGHT") (“RIGHT SYSTEM") &OPERATIONS . '« J IMPROVEMENT platforms and environment.
ik . « Stakeholder Needs _, /'« System Acchitecture / « Coding & Integration /' + Design Verification / + System Validation /'« Operational Monitoring / "+ Lessons Leamed ( @ Security
Ve r|f| cation -Mission Analysis ~ / + HW/ SW Design "< Unit Test - Code Verification - MssionScenaios ~ / « PedormanceMonitoring / « Updates & Patches Pr<:;ect sguint evohing cyer
5 5 ! - Requirements Capture - Interface Definition - Static Code Analysis - Intecface Verification - Operational Validation - Anomaly Detection - Re-Validation Sickpiysica gt
g : : . A > . Reliability
. . . I . Ti . . .
Va I |d at on & System Definition Safety & Security Goals Reviews & Inspections Requirements Traceabiiity User Acceptance Feedback Collection Capabiiity Evolution @ ol mdesion Talenlity 20
A s s u r a n c e A availability in all conditions.
———— e — — —— — — - — = CONTINUOUS FEEDBACK & CONFIGURATION MANAGEMENT — — — — — — — — — — — — — — {‘:’} Performance
Trust the System. Moet or sacaed ritssion se]
A the Missi operational performance goals.
ssure the iiission. e
V&V METHODS & ACTIVITIES y Ma'_mmafb'"lv , g
Rigorous verification, validation and s (S E:im Sk ""tg’”s‘"‘
assurance across the entire lifecycle @ e @' @ Decisions driven by quantiied fisk — Bisieiis
to ensure safety, security, reliability \ / \ afall \ ' } -
S 5 = \,, ¥ \ \\_ NS / \\ % EVIDENCE-BASED Operate, adapt and recover in
and mission success in all conditions. R ’ degraded or contested emvironments.
Resiews & Audits  Analysis & Simulation Testing Verification Techniques  Validation Techniques  Assurance Techniques Objective evidence for all claims
KEY CAPABILITIES * S8R, PDR,COR, TRR | « Modeing & Smuation | = Unit/lategnaton Test | = Requrements Tacsblty |« SorarioSised Testing | FMEA / FTA/ HAZOP TRANSPARENT
§’<’ Lifecycle Assurance » Technical Reviews | « Stress & Boundary |+ System Test « Formal Methods + Operational Testing | » Fault injection Traceable, documented and auditable COMPLIANCE & STANDARDS
5 End-to-end V&Y from concept, * Process Audits Analytis « Regression Test |« Sutic/Oyrumic Andysis | = User Evalaati + Pen Testi S
=2 design and development to 3 Monte Carlo Analysis Acceptance :'eu Code 0::‘ Fieid Trials 5 | sanfe:c;: ?gJ:g::Y) CONTINUOUS @) DO-BC  Softmare Considerations i Arborme Systems
operations and disposal. o Assurance across the lifecycle ® 00254 Drign doararce Gudwor ke Arboms Ecirorics
. MIL, SIL, HIL, PIL and Field testing 60 15026262 Road Vebicses - Furctional Sefety
across hardware, software and ® 15021448 SONF - Sufety of the Infended Functionaity
systems. TESTING STRATEGY & ENVIRONMENTS ASSURANCE EVIDENCE @ STANAG  NATO Standards
@ Standards & Compliance ML SIL ‘PIL) ‘HIL) (VIL) FIELD TESTING Requiremants Traceabllity Matrix ® NIST  Cyerseasity Framenork
S Aign with DO-178C, DO-254, DO-326A, MODEL-IN-THE-LOOP  SOFTWARE-IN-THE-LOOP = PROCESS-IN-THE-LOOP | HARDWARE-IN-THE-LOOP | VEHICLE-IN-THE-LOOP LIVE OPERATIONS E.% End-10-end baceabilty from needs @® M8 Sensor& Dota Sndards
1SO 26262, I1SO 21448, STANAG, LSRR A to verificabon esidence. -
NIST and other applicable standards. o i ——= - , : Micution Sececksd Besshs () MU/36PP Communications Standards
Safety & Reliability \! O = 2l 5 - o 2 :—@ Comprahensive test results,
(&} systom sofety analysis, FMER, FTA, PN i v s ul b Jogs Ml Ses: KPls & METRICS
HAZOP, fault injection and reliability F! — i — - Validation Reports & Sign-Off i Cov 98%
growth. f 4 = A Operational validation and Requizements Coverage
Security Assurance I : o | \e, = user accepiance evidence, Code Coverage —_——— 92%
@ Threat modeling, penetration testing, 2 A4 V R Safoly Cuth / Avoimancn Case Test Case Pa.ss Rate 97%
code analysis, secure development . : = @ Structured argument with evidence Delect Density — 0.5/ KLOC
lifecycle and supply chain security. + Algocivn & Control Valdation |+ SW Behavior Voication + Roal-teoe Seadat + Reol Hardwack intarfaces « Real Vohicle Integration S Ooantional Erviromiint for system trustworthiness. Mean Time To Detect ] 2.3 days
Continuous Assurance . > - : A SV : - Mean Time To Resolve ———— S.1days
x / : ; « Fas, Repeatabe, Cost-EHectve | « nfectace 8 integration Test + SW + Model integration « Seasor & Actuator Test * End-to-End Validation « Usar Validation Cenfliguration & Change Control S
€3 continuous integration, regression » ) . i b i ) ‘ g i Ol Basaliia i ok bwipact System Availability 99.6%
testing, monitoring and configuration + Early Design Verfication * Regreson & Aviomation - Teming & Performance Test = Fault Insction & Robustress = Opevational Scenarios » Resl Mission Feedback Sdinle andn:ﬁ:;:‘twl'l Mission Success Rate 96.8%
management. .
BUILT ON PROVEN TECHNOLOGIES TOOLS & PLATFORMS CERTIFICATION & ASSURANCE SUPPORT
"o s - U o 0 ' s ° . . . " Authority Liai
+13 SPACEROS %3 ROS 2 (o0%) DDS MAVLink  PX4 Torch TensorFlow / al, [ $e z S Certification Planning  Compliance Support _ Independent Assessment  Authority Liaison
e ' “re : ~ x v Cco O Py t ' . U "Q ﬁ H * @ H 4& Ealy planning & gap  Standards mapping &  Third.party review & Engagemant with
Robotics Framework Rgd-hme Robotic = Data Dutributicn  Teeretry&Command  Autoplot W‘(’w Deepleaming  Degp Leaming Cowsflatfm  ou b oueD | Jenkins Dockar o JenkineX  SonarOube = TestRal = LabVIEW  VeclorCAST analysis documenation assessment regulators
for Space Middleware Service Prctocol Stack cabwbwy!’ Frameaork Framework Ul Framenork DevsecOps Actomation: | (Cootunars ALM GiOps  CodeQuslty TestMgmt SptemTe Unt/MCIOC

(¥) VERIFIED DESIGN.

@ VALIDATED PERFORMANCE.

(%) ASSURED OPERATION.

% TRUSTED SYSTEMS. n

ASSURANCE IS NOT A PHASE. IT'S A MINDSET.



Al Perception &
Target Oriented

See * Understand * Describe « Decide

Advanced Al perception transforms multi-modal

sensor data into actionable intelligence.

It detects, classifies, tracks and understands
scenes and targets, providing rich descriptions
and context for autonomous decision making.

KEY CAPABILITIES
Al Detection & Classification

BUILT ON PROVEN
TECHNOLOGIES

Detect and classify objects, vehicles, people

and activity with high accuracy.

Tracking & Target Prioritization
Multi-target tracking with re-identification
and dynamic priority scoring.

Scene Understanding

Understand environment, terrain, objects,

relationships and activities.

LLM Visual Description

Generate natural language descriptions
and summaries of scenes and targets.

Anomaly & Threat Detection
Detect unusual behavior and potential

threats in real-time.

o0
00
LE X J

SPACE ROS

Robotics Middleware

for Space & Air

PERCEPTION PIPELINE

o

© © O

ROBUST

.. — ‘@I{\-\’. — We. S— v'Q'- e k//.
SENSOR INPUT Al PERCEPTION FUSION & TRACKING UNDERSTANDING ACTIONABLE INTELLIGENCE
Multi-Modal Deep Learning Models Multi-Target Tracking Scene & Context For Decision Making
INPUTS (MULTI-MODAL) Al PERCEPTION TARGET ORIENTED
OBJECT DETECTION PRIORITIZATION
Vehicles, People, Objects Score and prioritize targets
based on mission objectives
' CLASSIFICATION BEHAVIOR ANALYSIS
Classify and categorize é i Analyze motion patterns
, | detected objects and activities
&3 Vehicle
FORNALW Person CONTEXT UNDERSTANDING
- P @ Understand relationships
+) Other and scene context
<aareun e ;A:::I-TA?GEL'I;::KING THREAT ASSESSMENT
I ri mu!bple I
across frames @ Assess intent and
potential threats
= - X 3  —
GNSS / v 3 W \ ey zfen":nhc @dersta:sdmg 5_ Filter and focus on mission
Ll N &8 . eabidins critical information
: -
Generates human-like descriptions S\ e ‘
LLM POWERED and summaries from visual inputs. ' r-?m’ ,g‘; TN | .
VISUAL DESCRIPTION - £t jec natural interaction and ;f&t e ‘,? e T <
better situational awareness. - e s 28 LLM
coa OpenCV QO PyTorch ? TensorFlow ?f MAVLINK PERCEPTION
Open Source Deep Learning Deep Learning Telemetry & QUALITIES
Computer Vision Framewerk Framework Data Protocol ACCURATE

Al MODELS & FRAMEWORKS

YOLOv8/11, Detectron2, DeepSORT,
Transformer Models, SAM, CLIP,
LLaVA, LLMs and more.

OUTPUTS
T T T
i DETECTIONS & TRACKS
| T4l )
| A4gq .~ [/ Bounding boxes, IDs,
'f~ ) trajectories, speed
T
-
TARGET REPORTS
q
cb ID, Type, Location,
e~ Speed, Heading,

Confidence, Threat Level

VISUAL DESCRIPTIONS
"A white SUV moving

north on dirt road near
building. 2 persons nearby.”

MISSION INSIGHTS

Summaries, alerts,
recommendations

“A white SUV is moving north on a dirt road
near a building. Two individuals are standing
next to a parked pickup truck. The area is
surrounded by trees and low vegetation.”

&

ADAPTIVE

X

REAL-TIME SCALABLE



Sensor Layer,
LLM Visual
Descriptions

See. Understand. Describe.
Act with Context.

Multi-modal perception fused with
LLM-powered visual understanding
to generate rich, actionable, natural
language descriptions of the
operational environment.

KEY CAPABILITIES

Comprehensive Sensing
EO/IR, LIDAR, Radar, SIGINT and
environmental sensors.

T Multi-Modal Fusion

Spatial & temporal alignment,
calibration and data fusion,

LLM Visual Understanding
Generate detailed, contextual
descriptions of scenes and events.

Actionable Insights
Convert descriptions into structured
intefiigence for decision making.

{ ~ | Continuous Learning
@ | Feedback loop to improve models,
~ prompts and performance.

"= | Explainable & Traceable
| Every description is linked to source
data and confidence,

7. TECHNOLOGY STACK

1. SENSOR LAYER (MULTI-MODAL)

EO / RGB CAMERAS [IR CAMERAS

3. LLM VISUAL DESCRIPTION PIPELINE

' ~1 A.SCENE SELECTION

L7 Select Regions / Objects
of Interest

Normalize

= N
S,
e il e

) < v q
. “ 1

4. VISUAL INPUT EXAMPLES

IR IMAGE LIDAR POINT CLOUD RADAR IMAGE

>

Hismceros2 () MMk Oy Choy  Opvoen O
DDS Telemetry image Point Cloud Deep Transformers
& Command Processing Library Learning Hugging Face

: o ™
..a'f '\““?7, =
@2 T “"?i?/? =

|MI B. PREPROCESSING
SO (rop, Enhance, Annotate,

n

S

2. DATA INGESTION & FUSION

RADAR (SAR / FMCW) SIGINT / COMINT ENVIRONMENTAL OTHER SENSORS @ Time Alignment fa
PTP / Hardware Timestamp i Sesd @
. T e i (3 e o
b, & DF _E— i o1 Al R e 6‘ G
= P ({A% — < oy ) P%; | SDBUD! ”W‘N : - "‘% ;-’& . _{ ‘5 ) "‘7_:”.:.
5 % st s f g (S Extringic / Intrinsic Cibration " e dﬁ s @
Y | [T BT~ ; 0 ey i Pl o
w i — et R R ol Data Bisios P~ #@ o H
. g P 280 | = :
PR ; : e 070 | Multi-modal sensor fusion o $~ L2 nﬁﬂ
* All-weather detection + Signal detaction « Weather & visibdiity * IMU / GPS / GNSS - Quality Assessment % = (1 "’ﬁ "
] WM . Ftequencyanalysis . m&lm « Al lmlw g% m‘mm ;\(\"1 i / ; - <)
+ Velocity estimation + Geolocation + Barometric pressure » Chemical / Acoustic : ~ . /LN @
@ﬁ" Contextual Layer
A 79 | Geo-raferencing & Map Context

C. CONTEXT PACKAGING

Add Metadata, Geo, Mission
Goals, History

« Location: 18.456 N, 72.345 E
« Altitude: 120m AGL

« Time: 2025-05-23 14,32:10Z
« Mission: Surveillance

« Weather: Clear, 18°C, 12kt
» Map Layer. Urban

5. LLM GENERATED DESCRIPTIONS (EXAMPLES)

D. LLM INFERENCE

E. NATURAL LANGUAGE @ F. STRUCTURED QUTPUT

DESCRIPTION
Vision-Language Model , Convert to Structured
(Onboard / Edge / Cloud) Generste Dotaded, Contextuel Inteligence
Descriptions
—> > - {
@ *— 0 “A convoy of three military-style “objects”: 12,
vehicles is traveling north on a “vehicles™: 3,
= dirt road. Several personnel are _W: 8, .
5 LL?VA ! GP.T-doI F;em-m dismounted on the east side f:::r _m: :,"' TORMROS
« Phi-3.5 Vision / Mistral VLM of the road near a building. _conﬁde-n““ 0.92
* Custom fine-tuned models No visible threat detected.” ) .

FUSED VIEW “A pickup truck is parked  “Multiple tents and “A boat is moving “Heat signatures s 0
1 . == near 3 smoll bullding. temporary shelters west along the river. indicate a group P '.@l.'
o s " Two individuals are observedinanopen  Wake pattern suggests  of people gathered
e standing beside it, area. Foot traffic moderate speed. around a heat source | Massion Updates | | Threat Assessment  Targeting Support
. ? s " appesring to load detected between Possible smuggling during nighttime.” Shatonal aworeress  Risk seoring & Identify & track
> g ) items into the bed.” structures.” route” summaries prioritizaion  objects of intevest
T Confidence: 0.91 Confidence: 0.88 Confidence: 0.90 Confidence: 0.93
8. ASSURANCE & GOVERNANCE
; AP AE. 5 & & ©
\Q &2 \‘ @r @ é.‘ﬂ ¢J O 3
LangChain vLLM Milvus / Qdrant ONNX Docker NVIDIA Data Lineage Mods! Vilidation Blas & Sslety | Security & Privacy
Orchestration  Inference Engne  Vector Database ~ Model Format ~ Containecization  Jetson / GPU & Traceabliny & Testing Evaluation by Design

6. ACTIONABLE INTELLIGENCE OUTPUTS

FUSED 3D SCENE REPRESENTATION

(* G.FEEDBACK & LEARNING
Operator Feedbeck & Data

Logging
+ Human-in-the-loop
+ Correct / Refine
= Store for Re-fraining
» Prompt Optimization

Decision Support Reporting
Contextualinsights ~ Auto-generate
for commanders mission reports

& 0

Agdit Trals & Complance
Access Control (STANAG / 1S0)
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[ \ [ O\ [ C ) OQ . (™) TARGET ORIENTED DECISION ENGINE
@v > @Q;‘) = U(D:J' = = (_j “
OBJECTIVE ANALYZE PLAN EXECUTE ADAPT Target Prioritization

Score and rank targets based on mission
objectives, threat level and opportunity.

DeCiSiOn & Planning MISSION PLANNING & PATH OPTIMIZATION
(Target Oriented)

Engagement Strategy
Select best engagement method, approach

o
\
E
® B © O

e —-— vector and timing.
/ = ~ .
: i : el / S S0 N AN Resource Allocation
Intelligent decision making and mission L ™ = e B . : =
; g %" SN = e Optimize use of sensors, payload, energy
planning focused on target objectives, Og< i i and communication.
>% N 2 N S L
. . . S S g a " . s K
situation awareness and safe execution S _ N > _-® RigE A ora ey
in complex and dynamic environments. S e : N d = Evaluate risks and mission impact before
R . ' \® 5 execution.
T . . . ; . -1 E g sy g ==t S 1
_@_ Mus.snon f"ar‘nmg ‘ < &g?__ o —— . ; - f_;,a-? _ Go / No-Go Decision
B e heciee connT : ' L) Validate mission feasibility and
priorities and rules of engagement. . operational safety.
;2 Path Planning i
— — PLANNED — — ALTERNATIVE O waveomt T ;Jg’;FELY ;::,E\“ @
imal \{ ROUTE ROUTE =) , -
> Gene.rate. optima .and safe routes TARGET  HOME / BASE DIGITAL TWIN & SIMULATION
considering terrain, threats and
no-fly zones. = Validate plans and decisions
y CONSTRAINTS CONSIDERED " in a high-fidelity digital twin
. Target Oriented Decision Making . = R i . /. environment.
'(:)' 2\ (9) e e PO
Al-driven decisions to select, track I\ ® & Q (A) @ e “' = \~>*6"”' R N © What-if Analysis
and engage priority targets. i Y g e e
JROSPAIOLY g Terrain & No-Fly  Threats &  Weather  Battery & Communication Payload&  Rules of s : . © Risk & (?utc?me Prediction
@ Re-planning Elevation ~ Zones  Obstacles Conditions Endurance Range Sensors  Engagement et _ ) © Plan Validation
Dynamic re-planning based on . . . @ Mission Rehearsal

environment and mission changes.

DEVELOPMENT & VALIDATION CERTIFICATION & ASSURANCE
v A "~ .
::'TTEHGRATED s3s spacEros | WL MAVLink @ DDS | FMI/FMU | (&) Digital Twin = . -
/> aoo(” @ == @
Robotics Framework Telemetry & Command Data Distribution Model Exchange | Simulation & 2 I / =2 -®
for Autonomy Protocol Service & Co-Simulation Validation MIL SIL HIL Safety Traceability & Standards

(Model-in-the-Loop)  (Software-in-the-Loop)  (Hardware-in-the-Loop) Assessment Compliance Alignment

@ INTELLIGENT DECISIONS. SAFE MISSIONS. TARGET ORIENTED AUTONOMY.



Ground Control &

Mission Management

Command. Monitor. Understand.
Decide with Confidence.

Unified ground control station for mission
planning, real-time monitoring, payload
control and team collaboration.
Designed for autonomy at scale.
o Mission Planning
2’& Intuitive 20/3D mission planner with waypoints,
geofences, triggers and payload tasks.

d

Real-time Monitoring
<'Y5 | Live telemetry, system status, sensor feeds
and alerts in a single operational picture.

~—~~ | Payload Control
‘,9), Control EO/IR, LiDAR, radar and effectors
with real-time tasking and feedback.
CQO% Team Collaboration
G0y Multi-operator roles, chat, annotations and

shared situational awareness.

Data Management
@ Record, store, tag and replay mission data
with intelligent search and export.

Q Alert & Notification
Configurable alerts, system health and
mission event notifications.

BUILT ON OPEN & PROVEN TECHNOLOGIES

233 SPACEROS  +3% ROS2 DS
Robotics Framework Next-gen robotic Data Distribution
for space middleware Service

GCS CAPABILITIES

@ PLAN
@:} Plan & organize

missions

GROUND CONTROL STATION (GCS) INTERFACE

DASHBOARD MAP

VEHICLE STATUS

UAV-01
ArduPilot / PX4

B ARMED

® AUTO MISSION

@) BATTERY 78%
Fa)

@ ops

© HEALTH

30 FIX
GOOD
ol UNK STRONG

& upniME 024115

PAYLOAD MANAGEMENT

& O

EO/IR LIDAR Radar

: 0
W MAVLink co

Telemetry & Command | Comguser Vision
Protocol

( > -O0—
) MONITOR — o~ CONTROL
Real-time ops _O_O Vehicle &payload ' )
monitoring control
MISSION PAYLOAD TELEMETRY SYSTEM DATA SETTINGS

TELEMETRY MISSION PROGRESS
A ALTITUDE : + HEADING Current WP:3/8 42%
/1250 m - ./ 246°
(b GROUNDSPEED ™\ VERT SPEED ETA: 00:14:32
\ J (1
NS 186mis L +12ms  pistance to Next: 1.2 km
DATA MANAGEMENT
\ =R [o)
@ T @ @y @ B
SIGINT Comms  Effectors Record  Store Tag Search  Replay
Relay
COMMUNICATION PROTOCOLS
at O 33 b | &
3:?"”’""”: MAVLink 2 gRPC WebRTC
dollod Rea%:meoa:a Telemetyy /CMD  Remole Services  Video / Data

@ ONE CONSOLE. COMPLETE CONTROL. MAXIMUM AWARENESS. MISSION SUCCESS.

o ANALYZE

[][]ﬂ Data analysis &

visualization

EO/IR CAMERA

SYSTEM HEALTH

Fiight Control  exm— OK
Sensors - CK
C wcations OK
Payloads OK
Motors —— oK

VIDEO STREAMING

P -
& & &

<300 ms Bitrate

;\\“\

MQTT
loT Messaging

SFTP / FTPS
Secure Transfer

@ MODULAR 7 SCALABLE

4

C&%

COLLABORATE E REPORT
Team ops & Reports &
communication mission
debrief
LINK QUALITY o1l 12:45:32 UTC
THERMAL @ REC

RADAR (SAR)

ALARMS & EVENTS
12:45:11 Target Detected (10: 023)
12:44:58 Link Guality Degtaded
1244:21 Geofence Boundary
12:43:.09 Payioad Task Completed

Support /H.265+

SECURITY & RESILIENCE

O -." .‘
©) coe LE)
End-to-End Auth & Access Anti-Jamming
Encryption Control Techniques

T2 INTEROPERABLE

@ SECURE

MISSION MANAGEMENT

3

Geofencing
@ Define no-fly, inclusion and

Mission Library
Create, save and reuse mission
templates and packages.

exclusion zones.

g Triggers & Events

Time, distance, condition and
custom event triggers.

Auto / Manual Switch
Seamless transition between
autonomous and manual control.

Return to Base
Smart RTL vaith dynamic
recovery and fail-safe.

TEAM & COLLABORATION

&5

Multi-Operator Console
Role-based access and
simultaneous operations,

Voice & Chat
) Secure voice, text and mission
coordination.

p, Annotations & Markers

Share annotations, POls and

AL mission notes.
Live Sync
@ Real-time sync across teams
and devices.
TIME SYNCHRONIZATION
[Zn PTP (IEEE 1588) NTP
Multi-Stream  H.264 / H.265 Sub-micresecond sync Network time sync

5

v

Link Redundancy
& Failover

Data Integrity
& Signing

%7 FUTURE READY



Autonomous

Mission Workflow

Perceive. Decide. Act. Adapt.

Fully Autonomous. Always Aware.

End-to-end autonomous mission execution
with closed-loop decision making, real-time
adaptation and continuous verification in

GNSS denied and contested environments.

KEY CAPABILITIES

®

~
<

End-to-End Autonomy
From mission start to completion with
minimal human intervention,

Closed-Loop Adaptation
Continuously sense, decide, act and learn
in dynamic environments.

Robust & Resilient

Operates in GNSS denied, contested and
degraded conditions,

Mission Assurance
Continuous health monitoring, verification
and automatic re-planning.

Objective Focused
Target oriented execution with intelligent
prioritization and verification.

BUILT ON PROVEN

TECHNOLOGIES

:22 SPACE ROS

Robotics Framework
for Space

e0e

*2s ROS 2
Real-time Robotic
Middleware

AUTONOMOUS MISSION LIFECYCLE

MISSION ‘ TAKEOFF &
INTIALIZATION | | TRANSIT
+ Mission upload « Autonomous takeoff
« System checks » Route to waypoint
« Sensor & payload « Safe navigation
readiness
A

(® sTarT/BASE

O TtransiT

AUTONOMOUS WORKFLOW PRINCIPLES

@ ‘ O G X
@ @ "Bfé' @ </ @ @ \’;fj P
Understand the ~ Bulld situational  Choose optimal ~ Execute with | Confirm results = Leam and Repeat until Recovery Handing  Operations  Landing
enviconment awareness actions precigion and effects improve mission complete
VALIDATION & TESTING
o5 DDS | W MAVLink  PX4 &b () PyTorch 4 TensorFlow = =
Data Distribution Telemetry & Command Autopilct Computer Vison | Deep Learning Deep Leaming T <_/,>
Service Protocol Autonomy Stack Framework Framework MIL SIL
(Modekin-the-Loop)  (Software-in-the-Loop)

(© searcH

@
|| o
B L 3R |

SENSOR DATA Al PERCEPTION &
ACQUISITION DETECTION

* Multi-modal sensing « Object detection

« Data synchronization » Classification

« Environment mapping « Target wentification

TARGET

’
4
]

() oerect (O ENGAGE

O]

e S \
DETECTEL 0 , N b=t
UETECTED 7’ - @’.‘— S
’, i

5y 8
DECISION &

PLANNING

« Torget priortizal
« Path & action plan
* Risk assessment

VERIFICATION

VERIFY

(®) Aoaet

wl—)

EXECUTION &
ENGAGEMENT |

+ Navigate to position
» Execute action
« Maintain control

®

® compLeTe

FAIL-SAFE & CONTINGENCY

O
oo
S
ADAPT &
RE-PLAN

@
i

: b= L) |
VERIFICATION &
| EFFECT ASSESSMENT

« Effect verification

+ Damage assessment
Mok obioitiies
evaluation

S

» Update priorities
* Adjust resources

AUTONOMOUS DECISION FACTORS

Mission Objectives & Rules
Defined goals and engagement rules.

Threat Level & Risk
Real-time risk evaluation and mitigation.

Environment & Conditions
Terrain, weather, obstacles, GNSS status.

System Health & Resources
Battery, payload, link quality, redundancy.

Target Intelligence
Priority, behavior, opportunity window.

& @ L & K

MISSION OUTCOMES

{A)

e System Safe & Recovered

Mission Success

QRARRAR

* Re-plan if required

Primary Objectives Achieved
Targets Engaged / Neutralized
Data Collected & Delivered

2

©

®
%

 ————— — —— — — — — — — — — —

=> |
MISSION MISSION |
COMPLETE g
* Return to base « Return to base
» Data offload « Data officad
« Mission report » Mission report
f
——— | B sestacton
U
.—q JO‘ > I 7
S | 3 setran
:
Al DRIVEN , Best Time
DECISION
ENGINE
S & Best Resource
WORKFLOW BENEFITS

(2) High Autonomy, Low Workload

Faster Decisions, Better Outcomes
@ Operates in Complex Environments
(@) Scalable, Refiable, and Repeatable

CERTIFICATION & ASSURANCE

aoof]

HIL
(Hasdware-in-the-Loop)

©

DO-178C

>

Software Integrity  Hardware Integrity

©

DO-326A Safety & Risk
Cybersecurity Management



Automatic
Detection &
Tracking Workflow

Detect. Track. Classify.
Understand. Act.
Fully autonomous target detection

and tracking pipeline with continuous
verification and closed-loop adaptation.

KEY CAPABILITIES

@

Automatic Detection
Al models detect objects of interest

in real-time.
( ) Multi-Target Tracking
-y, Track multiple targets across frames
with identity persistence.
Classification & ID
Classify targets and identify types

(vehicle, person, vessel, etc.).

Behavior Analysis
Understand patterns, intent and
potential threat level,

%

Continuous Verification
Verity detections with multi-sensor
fusion and re-identification.

&

Adaptive & Resilient
Adapt to environment changes and
maintain tracking robustness.

&

BUILT ON OPEN & PROVEN TECHNOLOGIES

AUTOMATIC DETECTION & TRACKING PIPELINE

@

SENSE &
ACQUIRE

(((7))) I~

* Multi-sensor data
+ Time synchronization
« Sensor heglth check

MULTI-MODAL SENSOR INPUTS

RAW DATA DETECTIONS TRACKING CLASSIFICATION
@ EO/IR Comera = —
. igh-resolution day & — 5 %
::mrirenoge:n d ] [©3) VEHICLE
- &. 5 e > S Csw o
o-e LiDAR o ‘:E“é‘}::' < Conf. 95%
222 | 3D point cloud and e
ject structure o B = ~ )'4; PERSON f"
i Radar (SAR / FMCW) K >l -8 > g = > & Waking  —> @ b
«@ All-wegther detection ——) ) 165 Conf. 92% =
and velocity
i &1 VEHICLE
4.0 | SHES IS FLSREAL 2 m Y D e -> Tk >
&G | Position, velocity, — i .:\E,ii \ =) ’,_"‘ ! &F-- 4 s R o
orientation . = o
o o : BOAT
Other Sensors - § :
—_ X - > & ¢ 2135
M Acoustic, RF, Chemical, ﬁ) {“"L, Ry =S L Ve >
Pz v ; Conf. 93%

Environmental

TYPICAL USE CASES

o

Ground Vehicles

Detsction & Tracking  Detection& Tracking  Detection & Tracing

33 SPACEROS 303 ROS2  (o0s) DDS M MAVLink
Robotics Framework Real-time Robotic Data Ostribution  Telemetry & Command
for Space Middleware Service Protocol

=5

—

Maritime Vesseis

PREPROCESS &
FUSION

S

« Data calibeation

+ Noise filtering

* Multi-modal fusion
* Scene normalization

5

DETECTION
o),
=)

« Al object detection
« Confidence scoring

>

* Region proposals
« False positive filter

Al PERCEPTION & SENSOR FUSION

A

Personnel Fixed / Static Assets Anomaly
Monitoring Detection
0 .
co O PyTorch ? TensorFlow
OpenCV Deep Learning Deep Learning
Computer Vision Framework Framework

TRACKING

o] 1
do\o— i =

* Multi-target tracking
« Data association ‘
* Identity persistence
« Track management

CLOSED-LOOP FEEDBACK & CONTINUOUS LEARNING

> L]
& &5
L
Convoy  Search & Rescue
Tracking Operations

VALIDATION & TESTING

® ®

CLASSIFICATION BEHAVIOR
&ID ANALYSIS
g8z] 7| &

- Type identification + Behavior patterns
* Re-identification | = Intent estimation
« Attribute extraction |+ Anomaly detection

THREAT
ASSESSMENT

- A

+ Threat scoring

l + Risk evaluation

| + Priority assignment
+ Rules & Al fusion

||

Al ENRICHMENT & LLM DESCRIPTION

&

Border [ Area
Surveifiance

@
o AY
Natural Language Scene

Vaual Description  Summarization

A <>

pay

MIL SiL
(Modet-in-the-Loop)

HIL VIiL

(Softvare-in-the-Loop)  (Hardare-in-the-Loop)  (Vehicle-in-the-Loop)

= B
G~ =(O)
Intent & Context ~ Report Generation

Understanding Auto / On Demand

CERTIFICATION & ASSURANCE

{oF

DO-178C DO-254
Software Integrity Hardware integrity

@ AUTOMATIC DETECTION. INTELLIGENT TRACKING. CONTEXT AWARE. MISSION FOCUSED. ENABLING AUTONOMY. DELIVERING SUPERIOR SITUATIONAL AWARENESS.

VERIFICATION
& VALIDATION

'

« Confidence update

® 0 @ @ & ®

Al MODELS: YOLOV8 / YOLO-NAS « DeepSORT / ByteTrack « PointPillars « EfficientNet « Transformers ¢ LLM/VLM for Description

DECISION &
ACTION

©

TRACKING OUTPUTS

OUTPUT INTEGRATION

M
MAVLink
Telemetry

DO-326A
Cybersecurity

Real-time Tracks

1D, position, velocity,
heading. confidence
Track History
Comgplete timeline and
movement history
Target Attributes
Type, sire. color, speed,
direction, behavior

Live Alerts

Priofity targets and
threat notifications
Mission Integration
Data to GCS, weapons

or other systems
Data Logging
g Store for review,
training and audit
e0e
w9 3 @
= ece
DDS ROS 2 REST API
Data Bus Topics / WebSocket
Safety & Risk Traceabiity &
Management Compliance



Target Intelligence &

Threat Assessment
Understand the Intent.

Assess the Risk. Act with Advantage.

Advanced Al models and multi-source intelligence
fusion deliver deep understanding of targets

and threats, enabling autonomous systems to
prioritize, adapt and respond effectively in
contested environments.

KEY CAPABILITIES

Target Identification
{i} Detect and identily targets of interest
across multiple domains and modalities.
Threat Classification
Classify threats by type, capability
and intent using Al and rule-based logic.
% Intent & Behavior Analysis
H—

Anslyze pattemns and behaviors to infer
intent and potential actions,

Risk Assessment

Evaluate threat level and mission impact
to support decision making.

Target Prioritization

Rank targets based on mission value,
threat level and opportunity window.
Context Awareness

Fuse environment, mission and
operational context for better decisions.

o —

@

Continuous Learning
Improve models and rules with feedback,
outcomes and operator input,

TARGET INTELLIGENCE PIPELINE

DATA DATA FUSION & DETECTION & TRACKING & CLASSIFICATION BEHAVIOR & THREAT PRIORITIZATION & DECISION SUPPORT
COLLECTION | PREPROCESSING RECOGNITION CORRELATION \ &ID INTENT ANALYSIS ASSESSMENT ’ RECOMMENDATION ‘ & DISSEMINATION
1= 4 fEonea -> > | = -> £ = d - — -> 0
@ 8 79 [ B R AR <
b ‘ | 4 e } 9 - ﬁ \O
« Multi-sansor acquisition « Time & space alignment « Object detection * Multi-target tracking « Type classification X Y * Threat level scoring « Target prioritization « Actionable insights
« Open-source intel « Noise filtering « Pattern recognition = Track correlation « Subtype identification |« Intent estimation | = Capublifty assessment « Engagement advice « Alert generation
« Signals intelligence » NommaRration = Signature matching « Identity management « Affiligtion / side = Action prediction * Opportunity window « Resource suggestion = Operator notification
* Crowd & operator input * Multi-modal fusion » Anomaly detection = Track quality scoting « Confidence scoring « Escalation probability * Mission impact « Rufes of engagement « System integration
A 4
\
—————————————————————— FEEDBACK LOOP: OUTCOMES, INTEL UPDATES & CONTINUOUS LEARNING - = === === = — — — — — —~
MULTI-SOURCE INTELLIGENCE INPUTS INTELLIGENCE FUSION & SITUATIONAL PICTURE THREAT ASSESSMENT DASHBOARD PRIORITIZED TARGET LIST
| EO/IR Sensors
THREAT LEVEL DISTRIBUTION TARGEY T T
)| Py —— 1 s PRIORITY GE HREA CONFIDENCE
— .. E 5 _| TYPE: SAM SYSTEM | )
‘é ;'DDAR Po"[“ Cloud Tr—— 10: TGT-17 . ' THREAT: BIGH 10: TGT-25 W High S @ .srfb'ﬁr:z HIGH 0.93
ST} %0 Stucion TYPE: VEHICLE | _ - | CONF: 0.83 : TYPE: COMMAND POST rom W Mediom 16 (38%) yEien
S THREAT: LOW - I THREAT: MEDIUM
) | Redar (SAR/FMCW) : ‘ - , W oow 1% ”
((fl\» Moving & Static Targets CONF: 0.82 5 e ha = CONF: 0.87 ms @ TGT-25 MEDIUM 0.87
e Vo7 = W Unknown 6 (15%) Command Post
(o) | SIONT 1 CoMINT g ; : ‘@t
| Sgnals & Communicatons =) S : G e i @ TGEL.. Low 0.82
£ -. - 3 SRIWAL e - NG A THREAT BY TYPE Armor Vehicle
& HUMINT / OSINT : \‘-.""s\ o Ry i ‘-[E;'
. ’ > < ' el - o
Reports & Social Media i ) @-\ . . (Wm, e I ° @ TGT-09 LOW 0.75
(a_p| GNSS/INS . sk B S S amoredVehicie T 12 Fast Boat
= i o \ [ 1p: T6T-09 1
% | poston & ovement o e i LT Command s Corvel I 6 & |0 | o
= E ) tal Dat. Lg/) ,, it @ - 45 THREAT: LOW Personnel — 8 Radar Unit -
nvironmental Data ‘ | " 7| CONF: 0.75 —— Tracks
@ Weather, Terrain, EM 4’ =TT < s SR Naval I 4
(&) « Predicied Path Other . 3 VIEW ALL TARGETS

Al MODELS & ANALYTICS

YOLOWB /YOLO-NAS DeepSORT/ BytaTrack  EficieraNet / ResNet

G

Transformers Graph Neural Networks

4 @

LUA/ VLM

Detection Tracking Classéfication Behavior Analysis  Refationship Modefing  Corient & Description
BUILT ON PROVEN TECHNOLOGIES DATA MANAGEMENT
iii SPACEROS  l1ROS2  (eioDs W MAVLink cno ()pyTorch " TensorFlow @ &,‘}
Robotics Framework  Reaktime Robotic ~ Dats Distribution  Tolemetry & Command ~ Computer Visicn ~ Deep Leaming Deep Learning s
for Space Middieaate Service Protocol Library [ Framenork ';".:;“ 'C'M'“ Yeeoma

INTELLIGENT TARGETING. ACCURATE ASSESSMENT. INFORMED DECISIONS.

MISSION ADVANTAGE.

THREAT INDICATORS

& @)
Weapons Detected Emission
Detected

Convoy Movement  Fortificabon

= [;33 ©® @

Unusual No Comms

Activity Behavior / Jsmming

VALIDATION & TESTING

[%5;%-

Access Control — Data Oty

& Audit

.El@

wiL

Moritoring nlooe«neel.oop) mnw.m mw.mp) (Vericien Se-Lacg)

QUTPUTS & ACTIONABLE INSIGHTS

Threat Alerts  Target Engagement Mission ROE Inte!
Reports Advice Impact Gudance Dissemination
CERTIFICATION & ASSURANCE
© @ ' © B
DO-178C Safety 8 Rk Traceabiity &
Softwore Inbegrity Hrdwe Infegrity O/bevseo.my Managesment Comnpllance

DATA DRIVEN. Al POWERED. HUMAN TRUSTED.



REPOSITORY TREE

@ dsimetric-autonomy/ Description

LAYER MAPPING CODE ORGANIZATION STANDARDS

— @l 01_docs/ —  System documentation, diagrams, and specifications @ o " feaba/RGaa
. ne packa r feature/module
— @@ 02_requirements/ ——  System, software and hardware requirements = 04_common/ > Shared Foundation 2 e z
Re pOSito ry — @ 03_architecture/ ——  Architecture models, interfaces and design docs ) (¥) ROS 2 package structure
— @ 04_common/ ——  Shared libraries, interfaces, message definitions O:perceplion/ >y Sensor Layer ) Meaningful naming conventions
Structu re — @l O05_perception/ —— Sensor drivers, perception pipelines, detection & tracking ((:3\ 06_localization/ > Localization Layer () Interface definitions in /msg, /srv, /action
N -
— @l O06_localization/ ——  State estimation, sensor fusion, localization modules (@) Parameters in YAML
Modular. Scalable. Maintainable. — @ 07_mapping/ —— 3D mapping, terrain analysis, environment models @ 07_mapping/ Mapping Layer @ Launch files in flaunch
Mission Ready. — @l 08_planning/ ——  Mission planning, path planning, task allocation 0B clatraiar o T Sk
: nnin i
AT e s — @8 09_control/ —  Flight control, gimbal control, payload control &G G8.planning Etenning Layes SRt /Ness
stris cture' that SS pportgseall st;steor:'\y — @l 10_payload/ —  Payload drivers, payload apps, data processing 593 09 _control/ Control Layer () Documentation in /docs
layers, enables independent — @ 11_communication/ —  Telecom modules, protocols, data links, security () CI/CD for every package
development and testing, and — @l 12_ground_control/ ——  GCS apps, dashboards, mission management tools =] 10_payload/ Payload Layer (@) Semantic versioning
ensures traceability from code — @ 13_simulation/ ——  SIL/HIL envircnments, Gazebo/lsaac/Unreal setups ) )
toimission: — @l 14_tests/ ——  Unit, integration, system and regression tests A’ 11_communication/ Communication Layer TECH STACK
— 15_deployment/ ——  Build, packaging, CI/CD, depi t ifests
= _deploy uild, packaging / eployment man s . [; 12_ground_control/ GCS & Mission Layer ece )
DESIGN PRINCIPLES — @ 16_tools/ —— Developer tools, scripts, code generators, utilities 222 SPACEROS 2  Robotics Framework
— 1 f. \— - 1 i -:': 1 1 M 1.
Segacstion of Concarna @ 17_configs/ Configuration files, parameters, YAML/JSON 13_simulation/ Simulation & Test Layer P X4 Flight Control
Clear boundaries between layers — @ 18_data/ — Datasets, maps, bag files, models (sample/reference) "
and components. — @ 19_logs/ —— Runtime logs, telemetry and diagnostics (gitignored) 14_tests/ Verification Layer M MAVLink Telemetry & Command
<~ Reusability — .github/ — CI/CD workflows, issue templates, codeowners - (008> O .
) S R . g-t. : y I 15_deployment/ Deployment Layer {oos; DDS Data Distribution Service
aete mradites — .gitignore —= it ignore rules )
i 2 i - C++/Python Core Languages
1 Scalability — [£) CHANGELOG.md —— Change history and release notes @ 17conngs/ Satigusation Layer c % &
4 i::; r:‘:v?::::e‘st:io:\? payloads, — [©) LICENSE —  License information g 18_data/ Data Layer ® Git Veaion f-antrol
I N
e — [} README.md —  Overview, setup, build and contribution guide @ Docker Containerization
estability
Unit, integration and system %Eo GitHub Actions Cl/ CD Pipeline
testing at every layer.
& Traceability PACKAGE STRUCTURE (EXAMPLE) WORKFLOW QUICK COMMANDS
Requirements =+ Ccde - Tests & @8 08_planning!
i planner_params.yaml > | o —
s e e + (6] » [E) -+ (@) () - [@) |[ 1000 memiem
Standards First — @l include/ max_velocity:: 15:0 git clone https://github.com/dsimetric/dsimetric-autonomy.git
Follow ROS 2. Space ROS, PX4, L @@ mission_planner/ S accilar i Plan Code Test Build Deploy Operate
MAVLink and industry best practices. @ planner.hpp catoby dictonce an 6 # Build workspace
— sg/ D replan_rate_hz: 2.0 CI/CD PIPELINE (EXAMPLE) colcon build --symlink-install
& costmup:
— i@ launch/ resolution: 8.5 ] r":.‘l # Source workspace
O mission.planneclaunch.py inflation_radius: 3.0 </> | = {§} =2 A = ’.:j:}i e @ Js @j source install/setup.bash
— il config/ unknoamn_cest: 100 et - —
0 plenner_params.yaml Lint & Format Build Unit Tests  Integration Tests  Package Deploy & Rid tests
— - m[ig'Mission msg CMakelLists.txt (snippet) colcon; test
— @l srv/ find_package({ament_cmake REQUIRED) BRANCHING STRATEGY
~ PlanPath.srv find_package(rclcyp REQUIRED) o - # Launch example
——0 main Production ready A SR
ros2 launch 88_planning mission_planner.launch.py
Za':lc:gf.:mln add_library({ ${FROJECT _MAME)} node sro/planner.cpp) develop lmegration branch
akeLISs. =)_n
L & tesv ‘T_Z“:‘:;g::;;c;:d;:i‘:g(::(;ffr'w)' a0 — feature/* New features # Check package
L_ 5 test_planner.cpp instal 1(TARGETS $(PHATECT_AANE]_node (l)/O—O release/* Release preparation ros2 pkg list | grep mission_planner
DESTIMATION 115/3{#HOJECT _MANE) —O hotfix/* Critical fixes
STRUCTURED TODAY. SCALABLE TOMORROW. MISSION SUCCESS FOREVER. Bl Directory =) File Package =) Config 2] Launch (25 Msassrv L\ Test
=)



LOCKING TARGET MECHANISM - FIRST MODULE

User Selects Target — System Locks — Window Tracklets - Continuous Track

1) USER SELECT TARGET

2 SYSTEM LOCKS TARGET

== e o :
- . - A . T WD P
=0 e ‘x'. - =4 . = T Tracklet
a - ) 7 G, . (¢ - - 2 = .97‘ .
ol . o —~ o o .-
= %  yaasiad ~@il —— : —’-—R_
o B e — P BT s ™ || e
- - - T~ A — L - - &': 5 ‘g a"
(o) ~ 1 ’ 5
> P — —
' “' == ay N y

@)

User selects target

(manual click / box / auto-suggest)

HOW IT WORKS

Detection
Detect persons/objects
in all frames

)

3

Feature Extraction
Extract appearance
embeddings

Pz
o

Tracklet Generation

System confirms lock
and initializes tracking

SCALABLE TO MULTIPLE CAMERAS

CAM 1 (EO) CAM 2 (IR) CAM 3 (200M)
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Build short tracklets
over time window
Data Association N
¢/” | Associate detections :
with existing tracklets

Lock & Confirm

Confirm target lock

with confidence score

, | Predict & Track

Py Predict motion and (-,.

maintain lock
T Re-acquire
Q4| Use tracklets for

re-identification

WEEK 1 - PROTOTYPING
» Define requirements & success metrics
* Collect sample datasets
= Build initial detection pipeline
» Implement basic tracking (SORT/DeepSORT)
« Create Ul for target selection

» Prototype tracklet window generation

Output: Working Prototype
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Cross-Camera
Re-identification
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3) WINDOW TRACKLETS

Temporal window of tracklets
for robust re-identification

Tracklets Tracklets
PV S T "
L

v

- GLOBAL TRACK MANAGER
> \

<o (39 L SJ
Unified Track ID Best View Handover Between
Selection Cameras
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IMPLEMENTATION PLAN (4 WEEKS)

WEEK 2 - INITIAL IMPLEMENTATION
& UNIT TEST

« Implement full locking mechanism

» Tracklet management & database

« Data association & re-identification

* Multi-camera support (2-3 cameras)

* Unit tests for each module

« Code refactoring & optimization

Output: integrated Module + Unit Test Pass
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Tracklet Window

SYSTEM ARCHITECTURE

CAM N (360°) Detection

(YOLO/SSOLite)
S TR iR -

Feature Extractor
(RelD Mcdel)

- +
Tracklet Builder

Camera 1

4 CONTINUOUS TRACKING

Real-time tracking, prediction,
and re-acquisition

Database
(Tracklets)

Tracklets

~

&

Occlusion Handling

& Re-acquisition

WEEK 3 - TESTING

(SOFTWARE IN THE LOOP)

SITL environment setup
Simulated drone & camera feeds
Test scenarios {(occlusion, scale,
lighting, motion)

Performance profiling & tuning
Recording logs & metrics

Output: SITL Test Report + Metrics

(Windowed)
-
Data Association
(GNN / Hungaran)
v

Tracker & Predictor
(Kalman / Mction Model) <

Appearance
Gallery

v

Locked Track Output
(ID. BBox, State, Confidence)

WEEK 4 - PREPARE TO DEPLOY
DRONE FOR TESTING

« Integrate with fiight stack (MAVLink)
= Payload & camera integration

= GCS integration & Ul polish

+ Onboard deployment package

= Hardware-in-the-loop (HIL) tests

= Pre-flight checklist & procedures

Output: Ready for Flight Testing
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'5) ROBUST TO CHALLENGES

Occlusion llumination Change

Scale Change
s S

Re-acquire through tracklets
and appearance model

KEY FEATURES

Manual or Auto target selection
Robust tracking with tracklet window

Handles occlusion, scale, lighting,
motion blur

Multi-camera scalable architecture
Real-time performance on edge

Re-identification with appearance
embeddings

Confidence scoring and health monitoring

OO VOO OOO

Easy integration with GCS and payload
systems

SUCCESS CRITERIA

(&) Target lock time < 2s

@ Tracking ID switches < 5%
Re-acquisition success > 90%
Real-time performance > 20 FPS
Works across multiple cameras

Stable in SITL and HIL tests

©OOOOO

Ready for field testing
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